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Intrusion Detection

Common Intrusion Detection Framework

— Event generators
e Host-based
e Network-based

— Event analyzers
e Misuse detection
e Anomaly detection

— Event databases
— Response units



Intrusion Detection

® On the traditional view
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Support Vector Machines

o Key techniques

— Kernel method
— Maximal margin hyperplane
— Trading off empirical risk and complexity



Support Vector Machines

Kernel method

K(Xz’DXj) = (D(Xz‘)TCD(Xj)



Support Vector Machines

Maximal margin hyperplane




Support Vector Machines

Trading off empirical risk and complexity
— C-SVC (Cortes, Vapnik 95)
— v-SVC (Schoelkopt 98)

0<v<I

— One-class SVM (Schoelkopt 99)
0<v<l




SVM for Flow-based IDS

Event generator

— DARPA intrusion detection evaluation 98-99
— SIG-KDD 99

— Flow based

— 41 features: TCP/IP (1-9); Host log (10-22);
Time-based traffic statistics (23-31); Event-
based traffic statistics (32-41)

— R2L, U2R, DOS, PROBE, NORMAL




SVM for Flow-based IDS

® Event analyzer
— C-SVC
_ QVMlight




SVM for Flow-based IDS

Feature and training model selection
— S: Feature model

— M: Training model

— G: Generalization performance

. max

— o4 - estimate (Joachims 99)

— Genetic Algorithms



SVM for Flow-based IDS

o Improve the detection speed

— Reduce the number of support vecto

— Clustering technique



SVM for Flow-based IDS

Detection performance

NORMAL | PROBE | DOS | U2L | R2L
NORMAL |0 ] 2 2 2 e U228
Boosting
PROBE 1 0 2 2 2 Kernel Miner | 0.2474
DOS 2 1 0 2 2 MP13 0.2552
JAL S 2 2 4 2 E-SVM 0.2412
R2L 4 2 2 2 0




One-class SVM for Time-
based IDS

Event generator
— DARPA 1ntrusion detection evaluation 98-99
— Network traffic statistics on certain duration
— TCPSTAT

— # of ICMP, TCP, UDP, average packer size, deviation
of packet size

— Portsweep, mailbomb, ipsweep, satan, neptune
— Training set — first week data (attack free)
— Testing set — second week data



One-class SVM for Time-

based\BS

© Event analyzer
— One-class SVM
— LIBSVM




One-class SVM for Time-
based IDS

Feature and training model selection
— M: Tramning model

— G: Generalization performance

_
-~ - estimate (Tran 03)
— Genetic Algorithms




One-class SVM for Time-

based\BS

o Improve the detection speed

— Reduce the number of support vecto

— Clustering technique



One-class SVM for Time-
based IDS

Detection performance — ROC curve

Duration =60s
Training size = 660,
Testing size = 6424
# attack = 137
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One-class SVM for Time-
based IDS

Detection performance — ROC curve

Duration =1.20s
Training size = 330)]
Testing size = 3212
# attack = 75
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One-class SVM for Time-
based IDS

Detection performance — ROC curve

Duration =180s
Training size = 220)]
Testing size = 2142
# attack = 53
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One-class SVM for Time-
based IDS

Detection performance — ROC curve

Duration =300s
Training size = 132
Testing size = 1285
# attack = 37
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One-class SVM for Time-
based IDS

Detection performance at 100 false alarms

60s 120s 180s 300s
Detection | 0.52 0.59 0.66 0.71
rate
False 0.016 0.031 0.047 0.1
alarm




Conclusions

Attack feature: specific patterns and
statistics

Network data: flow-based and time-based

Analyzer: C-SVM and one-class SVM

Improve detection speed: clustering
techniques

Feature and training model selection:
evolving algorithms
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