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m\echniques

© Anti-spam model

— Protection (Open relay, charge, law..
— Detection
— Response (Mark, filter, indict...)



Anti-spam techniques

Spam detection

— Non-statistical
e RBL
e Caller ID
e Pattern Matching

— Statistical
e Ham/Spam Classification (Bayes, NN, SVM...)
o Ham detection by spam model
e Spam detection by ham model



Email

— Feature selection

Chinese spam detection
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Chinese spam detection

Feature selection

— Decoding
o Base64
e QuotedPrint
— Chinese word segmentation

e Chinese word dictionary based
e Right to left
e Maximum matching

— TF-IDF formula




Chinese spam detection

Chinese spam/ham database
— Ham: CCERT working mailinglist (2000)
— Spam: CCERT spam report (1000)



Omu pport Vector

Machines

® Concept
— Estimating the support of a distributi




One-class Support Vector
Machines

Key techniques

— Kernel method
- RBF,

— Maximal margin hyperplane
e Data separated from the origin

— Trading off empirical risk and complexity
.

Source code

_ Qymlight

— LIBSVM



One-class Support Vector
Machines

Training model selection

— M: Training model, (fdl ,[@)

— G: Generalization performance

m [E0]
Eap B

estimate

— Genetic Algorithms



Spam detection by ham model
ROC curve for spam detection

The best working point:

False alarm rate: 0.016

o

Detection rate: 0.92
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Ham detection by spam model

ROC curve for ham detection

The best working point:

o
o

False alarm rate: 0.09
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Detection rate: 0.987
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Conclusions

Feature selection: Header and Body
Non statistical and statistical features
Using only Header features

Spam detection by ham model

Ham detection by spam model
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