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Part IPart I

Quick Review 
on Anti-spam Techniques



SpamSpam

Waste of time (money)
– An Chinese user: 9.2 spam/day, 3 minutes/day, 18 

hours/year, 18 USD/year. Total: 18 * 87M USD/year

Denied of service
– Hard to find an email among 100 spam

Waste of computer resources
– Bandwidth
– Storage
– CPU time



AntiAnti--spamspam
Protection
– Disable open relay
– Blacklist, RBL, URI, white list
– Challenge/response, Grey listing, Micro payment
– Sender ID, Domain Keys

Detection
– Rule-based
– Bayesian

Response
– Filter, mark
– Trace back, Report, Law & Policy



RuleRule--basedbased

Concept
– Looking for spam-liked pattern, e.g. Subject contains 

“Free”

Advantage
– Rules can be shared, spam knowledge is popularized 

quickly

Disadvantage
– Rules are set up manually, it is hard to keep them up 

with the changes of spam



BayesianBayesian

Concept
– Train the classifier (detector) upon ham/spam

Advantage
– The detector are trained automatically, it is possible to 

keep them up with the change of spam

Disadvantage
– Cannot share the detector, it is hard to popularize spam 

knowledge
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Our New Approach



Statistical rulesStatistical rules

Concept:
– Rules are built automatically by statistical 

method
Advantage
– It is possible to keep the rules up with the 

change of spam
– It is possible to popularize spam knowledge by 

sharing the rules



The frameworkThe framework

Generate 
automatically

Rules

Spam/ham 
database
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Implementation



SpamAssassinSpamAssassin

Open source, Perl, widely used (Apache, RedHat)
Rule-based approach

Allow user-defined rules
Integrated with Sendmail, Qmail, Postfix, Exim
Run on Unix, Windows

body DEAR_FRIEND /^\s*Dear Friend\b/i
describe DEAR_FRIEND Dear Friend? That's not very dear!
score DEAR_FRIEND 0.542



SpamAssassinSpamAssassin

Scores of SA default rules are not suitable 
for Chinese spam
No special rules for Chinese spam



Chinese rules vs. English rulesChinese rules vs. English rules

Content ContentBehavior

English rules Chinese rules



Statistical spam/hamStatistical spam/ham--liked wordsliked words

Spam-liked words
– Most frequent words in Spam’s Subject
– Most frequent words in Spam’s Body

Ham-liked words
– Most frequent words in Ham’s Subject
– Most frequent words in Ham’s Body



Rule creationRule creation

Follow the format of SpamAssassin’s rule
Subject rules
Body rules

header CN_SUBJECT_1 Subject =~ /免费/
describe CN_SUBJECT_1 Subject contains "免费"
score CN_SUBJECT_1 0.749434

body CN_BODY_4 /企业/
describe CN_BODY_4 Body contains "企业"
score CN_BODY_4 0.739289



The role of hamThe role of ham--liked wordsliked words

Ham

Spam

Separate plane with
ham-liked words removed

Separate plane without 
removing ham-liked words



Score settingScore setting

Genetic Algorithms
Chromosome
Objective
– Recall, Precision, Error

Crossover, mutation and selection
Stop criteria
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Numeric Results



Numeric resultsNumeric results

Size of training and testing dataset
– Spam: 20,000
– Ham: 100,000

Number of rules
– Subject rules: 550
– Body rules: 50



Error rate vs. thresholdError rate vs. threshold

Threshold Spam recall (%) Ham error (%)
0.5 82.6 14.1
1 73.4 5.6
1.5 65.4 2.8
2 60.9 2.0
2.5 56.5 1.2
3 51.4 0.8
3.5 46.9 0.7



PerformancePerformance

It takes 0.06 seconds to scan an email with 
size 3519.3 bytes (P4-2.0G CPU, 512M)
1,440,000 emails / day



SA detects email with score 
higher than 4.5 as spam, 
score of this email is 10.3

Without the Chinese rules, the 
score of this email is 3.1, SA 

detects it as ham



Chinese rules releasesChinese rules releases

SpamAssassin website
– http://wiki.apache.org/spamassassin/CustomRul

esets
– http://www.exit0.us

CCERT website
– http://www.ccert.edu.cn/spam/sa/Chinese_rules

.htm
Google search

http://wiki.apache.org/spamassassin/CustomRulesets
http://wiki.apache.org/spamassassin/CustomRulesets
http://www.exit0.us/
http://www.ccert.edu.cn/spam/sa/Chinese_rules.htm
http://www.ccert.edu.cn/spam/sa/Chinese_rules.htm


ConclusionConclusion

User information feedback
Online training
Interference between rule sets
URI rules
User and server group
Integrated with other approaches
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