ARRRZEACE

(7215

yangbo@ccert.edu.cn

Himn

((cerneT)



CCERT 22

* TR RGARST
o VIIA]IEE ]

» HE
AR A A
B4
)

RIE LA AR K

Hin

(((_GEHNET)))



Gont 6 8 RSO S5

o N AERE R RAFARTS?
— BAERZ) TN T ikre iR itE iy i out-of-the-box
KL, B 5sh TIRZ RS, XERSAZITE

S br Gy & Al B
— XA SRR P Y BR B BBC B S0 T AR GT N
HY ] HE -
A% ] R M ——pe /MU

— P HRSSERARR L ENY, BNINIZEEHE.
ARG RN TR S, 2 B0 TR R N o

Hin

(((CEHNET)))



e E | |
S

f fH RSk 57

= :
* 7|‘|% 5] 77 K -

- iﬂ%”a)ﬁ'fﬁm@ﬂ
- RS

(Gn 5

55
55

LAEER ], AT LA

KA
F-2 :
£

services.msc, %)

AT, BT

-RANETE)

H

AR, TEMEE

$17 <k 4%, 1PSec Security Policy

Hin

(((CEHNET)))



Ceert 5 (BjWindows R4 ik 55

Windows XP Pro.Ha] 2 pA B 3ESEAE Al 55
- Computer Browser: &5
- Messenger: net send {Z 1 il 55
- Remote Registry: iEiEAfE
- Server: UM FTEIPLILE
- Terminal Services: TFEE|Al. TCFEFRE
- Windows Time: HH]. H}E][E
- Wireless Zero Configuration: Jo2k <=5l &
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C:\WINDOWS>netstat -ano

Active Connections

Proto Local Address

TCP
TCP
TCP
TCP
TCP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP
UDP

0.0.0.0:135 0.0.0.0:0
0.0.0.0:445 0.0.0.0:0
0.0.0.0:1025 0.0.0.0:0
0.0.0.0:5000 0.0.0.0:0
166.111.203.10:139 0.0.0.0:0
0.0.0.0:135 *k
0.0.0.0:445 *x
0.0.0.0:500 *%
0.0.0.0:1026 *ox
0.0.0.0:1027 *%
127.0.0.1:123 *k
127.0.0.1:1900 *x

166.111.203.10:123  *:*
166.111.203.10:137  *:*
166.111.203.10:138  *:*
166.111.203.10:1900 *:*

Foreign Address

State
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

PID
884

976
1160

884

704
1112
976
976
1160
976

1160
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=1

o SolarisH[jinetd g =733 AR
[etc/inetd.conf, & RS —4T

o LinuxHpxinetd{ 2 sF 4 dh i
fetc/xinetd.d H, & MIRE— P

« restart inetd/xinetd

# kill -s HUP <pid_of Inetd or_ xinetd>

o Solaris/Linuxizf{T2k 5l F0)3 sh A
[etc/init.d H &
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1) windows:

Control Panel -> Admin Tools -> Local Security
Policy -> Account Policies

2) Solaris / Linux
a) /etc/shadow Db) /etc/default/login (Solaris)
c) /etc/default.defs (Linux)
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1) Windows
NTFS: 32kl = 42 “use simple file
sharing”
2) Unix/Linux:
owner, group, other  rwx

umask 027 5 B HE HIHT AR
S R E el
Windows[Jj ‘K 3%, tcpwrapper,
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Unix H i&z: /etc/syslog.conf
/var/adm/ (solaris)
/var/log/ (Linux)
Windows Event Viewer
b AR e H
eg. WM& s 5248 H A&
A B € 2B TC AN He s T
eg. MR IR 55w Y 653 H AR
M PR L2 3 C B AR s N\ B 5%
eg. Webfliz 55w H i
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Wl Confidentiality
gl Integrity
A ARMEM: . Availability

PRUEC-I-A, i ZLEUPLE A E e ?
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Telnet > SSHv2: Linux/Unix%&5%, BBS
HTTP > HTTPS: FEHEJEHIER

POP3 - POP3 over SSL

SMTP - SMTP over SSL

FTP —> SFTP, SCP
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iraUﬂfJfa/RT 152 el W R A 22 /D 142 42 LAB AT
L Y ?
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M ERRG | | IRRG RSt | | fEEH RS ¢ ?
pop3/
smtp/

http

—— NON-SSL Q
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http
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2% FH RS {E = OpenPGPEE 44 K AR UL 5 #E 1
c:\> gpg --print-md mds <file to be hashed>
c:\> gpg --verify file.sig
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